Safety/Reliability - Brief History

Evolution of Risk & High Reliability System
Concepts over 50 years

Howard Witt

With Discussion on how these changed risk and reliability thinking
and actions internationally & locally

* Caveat

Howard Witt (Safety and Reliability Services)

'FC Holden Sedan - PRUEIEUREE

\J
A — M@sﬂ@&m

Seatbelts Air Bags Crumple Zones
l

New cars front seat

Fit Wear Double

’ Demerit
me”
A —+H

T A AT

Demerit
Points

Os . 80s 90S
Expectations Have Changed

Howard Witt (Safety and Reliability Services)




Safety/Reliability - Brief History 19605 _ S pace R ace - F M EA

FMEA was developed NASA as a formal design methodology
in the 1960s. )

US MIL-STD-1629 (Developed in 1970)

“Procedures For Performing I
A Failure Mode, Effects and Criticality Analysis” '

Specifies Worksheets to be completed during
Design, Production and Operation.

The worksheets should be living documents and
referenced repeatedly during project life

Analysis techniques for system reliability —
Procedure for failure mode
and effects analysis (FMEA)

Howard Witt (Safety and Reliability Services)
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Hazard and Operability Studies (HAZOP)
Developed in the early 1970s by Imperial Chemical Industries Ltd.

f Plant size, temperature and
pressures.

A formal systematic critical examination of a process (new or existing facilities) t0
assess the potential impact of Deviation from Design Specifications.

Performed by an expert team using a set of guidewords:
e.g. when considering Flow rate in a process line,
the guide word

MORE OF = High Flow rate
LESS THAN = Low Flow rate.

Scenarios that may result in an Incident or an Operational Problem are identified.

The Consequences and Measures to reduce the associated Risk are then
discussed and Actions recorded where appropriate.

Department of Planning titled: HAZOP Guidelines — Hazardous Industry Planning Advisory Paper No. 8, 1995
Howard Witt (Safety and Reliability Services)
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HAZOP Guidewords and their Generic Meanings

Deviations from the intended design are generated by coupling the guideword with a
variable parameter or characteristic of the plant or process, such as reactants,
reaction sequence, temperature, pressure, flow, phase, etc. i.e.

Standard guidewords
No (not, none)
More (more of, higher)
Less (less of, lower)
As well as (more than)
Part of
Reverse
Other than (other)

Other useful guidewords

Where else
Before/after
Early/late
Faster/slower

Howard Witt (Safety and Reliability Services) ——————————————————————— O 0O/
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Flixborough

On 6/1/1974, a massive
Vapor Cloud Explosion
destroyed a UK chemical
plant

» 28 employees died and 36
were injured

» Hundreds of off-site injuries

» Approx. 1,800 homes and
170 businesses damaged

Howard Witt (Safety and Reliability Services) ——————————————— 0 0O/
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Change Control - Compliance

attitude of management

* Overworked staff did not
take time to properly analyze
their actions

Need for proper design and *ﬂ&,‘

O
HAZOP of Mods and Changes ®! o2
Reactor5
Bypassed
2 for repair
20-inch
oypass
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WASH 1400
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Comparison of OPAL PSA results with
ARPANSA Safety Limits & Objectives

Safety Limit

|
Safety Objective

Frequency [pa]

|
|
.. Mean Core Damlage Freq
— including aircraft and shell events
with 90% confidence interval
|

100 1000
Maximum Individual Effective Dose [mSv]
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The Large Break LOCA (Loss Of Coolant Accident)

An ~ 30 inch reactor cooling system pipe has a Guillotine Break and the high pressure
steam-water mixture discharges from the pipe.

WASH 1400 - Reactor Safety Study (also called the Rasmussen Report after Professor Norman
Rasmussen of MIT).

- Transients, small break Loss Of Coolant Accidents, and Human Error
are more important risks — than MCA

Set the foundation for Probabilistic Safety Assessment (PSA) or
Probabilistic Risk Assessment (PRA).

Howard Witt (Safety and Reliability Services)
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PSA - Event tree

Estimate Likelihood and Consequence of Each Sequence

Reactor reactivty|
Emergency power fakre
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Note: Reactor pressure control by bypass tvpe safety valve assumed successful

#OK: safety secured

Use Fault Tree to Estimate Probability of System Failure
Under Conditions Expected at these Points in Sequence
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Top Event
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Example of fault tree calculating
the probability of core spray system failure
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sseyreibin-ereitisoy —— System Failure Probability Estimate
Dependent Failure

Let P{A} = Probability Item A failing
P{S} = P{A&B} = P{A} * P{B|A} = P{A}2

R=.1

System 1
P{S} (revised)

A B

Fails Fails
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1978 - Three Mile Island
Human Factors
Knowledge Sharing - INPO (Industry “Club”)

Howard Witt (Safety and Reliability Services)
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Incident Sequence 2 Design with little
water
- converted to steam
within minutes.
Emergency feedwater
pumps, start but unable
to inject water because

several valves were

3 Heats, pressure rises - reactor
shutdown

1 A valve failed closed, reducing water supply to

the steam generator. The main feedwater pumps
and the turbine tripped within seconds.

Howard Witt (Safety and Reliability Services)
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Three Mile Island Seguence (Cont)

4 Relief valve opened correctly but failed to re-close after pressure
dropped below the set-point - ongoing discharge to the quench tank

5 Pressure dropped

7 Rupture disc
opens - steam
released to
containment

8 water (about : \y)
10-15 feet “\9 Indicated water

above the fuel)
flashed to
steam.

level stayed high

11 Steam void

grows fuel melts 12 Water added cooling
Howard Witt (Safety and Reliability Services) restored.
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Three Mile Island - Fallout

The Kemeny Commission which was appointed by

President Carter found improvements were needed in:

Operator training
Emergency planning
Dissemination of industry information

Use of probabilistic safety assessment and analysis of
more probable events.

Howard Witt (Safety and Reliability Services)
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INPO
(Institute of Nuclear Power Operations)

“The electric utilities recognized their responsibilities” (were told to get
their act together or the Nuclear Regulatory Commission would).

An industry self-assessment group was formed - the Institute of Nuclear
Power Operations (based in Atlanta). INPO:

» Evaluates events and practices in the US nuclear industry and
disseminates recommendations

Staffed by officers from other similar Power Reactors

« Provides specialized training programs for utility personnel, including
plant managers.

Howard Witt (Safety and Reliability Services)
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RCM (Reliability Centred Maintenance)
US airline industry in the 1960s/1970s

* Increasing preventive maintenance led to higher operating costs; but
» Did NOT provide the required improvement in safety and reliability.

In 1978, Nowlan & Heap of United Airlines published a document
‘Reliability Centred Maintenance’ (RCM).
This detailed a fundamental shift in the “then current” maintenance instruction
development approach (MSG-2).
The Nowlan and Heap report served as the basis for
Since 1980, MSG-3 has been revised five times.
The latest is MSG-3 R2003.1

AS |EC 60300.3.11—2004 Dependability management
Part 3.11: Application guide—Reliability centred maintenance

Clause 5.2 Calls on use of FMEA to determine functional failures

Howard Witt (Safety and Reliability Services)
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1986 - Chernohyl

The term ‘Safety Culture’ was
first introduced in INSAG’s*
Summary Report on the Post-
Accident Review Meeting on the

#INSAG International Nuclear Safety Advisory
Group - IAEA

Howard Witt (Safety and Reliability Services)
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IAEA* Definition

* International Atomic Energy Agency, VIENNA 1991 Safety Series 75-INSAG-4

Howard Witt (Safety and Reliability Services)
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Good Safety Culture:-

e Good safety Attitudes in Staff AND
Effective Organisational Safety
Management Systems and
Practices.

Ongoing Assessment of the Safety
Significance of Events, and Issues,
and giving then the appropriate
level of attention.

Howard Witt (Safety and Reliability Services)
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A Safety Culture
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Stages of Safety Culture Development

Safety Management is Determined
by Regulations and Rules

Good Safety Performance
becomes an Organisational Goal ¥

oo, 1
ety 5

-

Safety Performance is seen
as Dynamic and
Continuously Improving

Howard Witt (Safety and Reliability Services)
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1988 - Piper Alpha Disaster
Safety Case

North Sea oil production platform
operated by Occidental Petroleum
(Caledonia) Ltd.

Produced around 10% of the then
oil and gas production from the
North Sea.

Began production in 1976,

An explosion and resulting fire
destroyed it on July 6, 1988, killing
167 men, only sixty two crewmen
survived.

Howard Witt (Safety and Reliability Services) ——————————————————————— O 0O/

Safety/Reliability - Brief History P|per Alpha D|Saster‘ ) 1988
The was set up in

November 1988 to establish the cause of

the disaster.

In November 1990, it concluded that the
initial condensate leak was the result of
maintenance work being carried out
simultaneously on a pump and related
safety valve.

Piper Alpha's operator, was found guilty of
having inadequate maintenance
procedures

A second phase of the enquiry made far-
reaching safety recommendations, all of
which were accepted by industry.

Howard Witt (Safety and Reliability Services) ——————————————— 0 0O/
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¢ For safety - modules organised so that the most dangerous operations were
distant from the personnel areas.

e Compressor B stopped suddenly and could not be restarted.

e Compressor A was switched on.

The control room was abandoned. =====p Fire pumps not started.

Howard Witt (Safety and Reliability Services)
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Piper Alpha Disaster - 1988

As details of the causes of the disaster emerged every offshore
Operator undertook wide-ranging assessments of their installations
and management systems.

Relocation of some pipeline emergency
shutdown valves

Installation of sub-sea pipeline isolation
systems

Mitigation of smoke hazards

Improvements to evacuation and escape
systems

Initiation of

Each Safety Case cost, on average, about £1 Million to prepare.

Source: Offshore Operators Website

Howard Witt (Safety and Reliability Services)
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Columbia, re-entery at 10,000 mph, disintegrates.

Challenger explodes 73 seconds into its A 7 Estimnes e [lad

launch, killing all seven crew members

— What NASA Did Not Do

. Maintain Sense Of Vulnerability

. Combat Normalization Of Deviance

. Establish an Imperative for Safety

. Perform Valid/Timely Hazard/Risk Assessments
. Ensure Open and Frank Communications

. Learn and Advance the Culture

Howard Witt (Safety and Reliability Services)
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25/9/1998 — Longford
Major Hazard Facility Legislation in Vic

» Fire took 2 days to extinguish

* Royal Commission
to Report in 3
months

Found Esso at
fault and that the
accident was
Practicably
Preventable

Howard Witt (Safety and Reliability Services)
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Cause Sequence

Pump S/D hot oil flow to heat
exchanger GP905 stops

Flow of cold product continues

GP905 drops to -30 C weld
becomes brittle

4 hr later hot oil flow restarts

Thermal stress — weld crack

GP905 Rips open — Gas
Explosion

This photograph shows the extinguished
structure. The 34" steel plating has been
ripped apart like a tin can.
Howard Witt (Safety and Reliability Services)
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Good Reference

The Esso Gas Plant Explosion

’

ANDREW HOPKINS

Howard Witt (Safety and Reliability Services)
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sevremiy-sioy] @550NS from Longford — Andrew Hopkins *
Market forces Market Ideology - Privatisation

Govt &
Regulatory
System

Merger of QHS and _ Poor Regulatory Gouvt Failure to
Compensation Agencies Systems gave SAlterlr_h':\te
as Supplies

Organisational

Poor Incident
Reporting

Training &

Interconnection
Procedures

Poor Hazard
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priorities

Plant

Warm oil Interconnections
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Esso Found Guilty

The OH&S Act requires employers to identify, as
far as is practicable, workplace hazards.

Absolute safety is seen as an unachievable ideal, and much
hangs on that phrase "as far as is practicable".

For any alleged breach, a court will consider the accepted
methods, standards, codes of practice, safety management
systems and so on utilized within the industry in question.

For the jury to find the company guilty on this charge, it had to be
satisfied on two "elements" of the charge, nhamely:-

* the hazard of cold embrittlement existed

the company had a practicable means of identifying the
hazard,

Howard Witt (Safety and Reliability Services)
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Australian Standard & Code of Practice

Australian Safety and Compensation Council
(ASCC) - October 2005.

¢ replaces the National Occupational Health and Safety Commission (NOHSC)
which issued “WORKSAFE STANDARDS AUSTRALIA”.

Like its predecessor, the ASCC comprises representatives from Federal, State
and Territory Governments, the Australian Council of Trade Unions (ACTU) and
the Australian Chamber of Commerce and Industry (ACCI).

. . National Standard
1996 Standard reissued in 2002 [NOHSC:1014(2002)]

1996 Code of Practice still current NATIONAL CODE OF PRACTICE

Practical Guidance on how to FOR THE CONTROL OF

comply MAJOR HAZARD FACILITIES
[NOHSC:2016(1996)]

Howard Witt (Safety and Reliability Services)

Safety/Reliability - Brief History

Objectives of National Standard

The objective of the National Standard is to prevent major accidents and near
misses, and to minimise the effect of any major accident and near misses,
resulting from the activities of major hazard facilities.

It attempts to achieve this by requiring operators to:

(a) identify and assess all hazards and implement control measures to reduce
the likelihood and effect of a major accident;

(b) provide information to the relevant public authority and the community,
including other closely located facilities, regarding the nature of the hazards
at a major hazard facility and emergency procedures in the event of a major
accident;

(c) report and investigate major accidents and near misses, and take appropriate
corrective action; and

(d) record and discuss the lessons learnt and the analysis of major accidents and
near misses with employees and employee representatives.

Howard Witt (Safety and Reliability Services)
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Major Hazard Facility Law

» All jurisdictions expected to have legislation by 2003*

» To date only Victoria and Queensland have specific
Major Hazard Facility law in place

* National Occupational Health & Safety Commission
MAJOR HAZARD FACILITIES - Annual Situation Report 2003

Howard Witt (Safety and Reliability Services)
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Victorian WorkCover Authority

The Victorian Occupational Health and Safety (Major
Hazard Facilities) Regulations — 1 July 2000

They give effect to the National Standard and the
recommendations of the Longford Royal Commission.

In 2003 the Victorian WorkCover Authority had assessed
» 39 Safety Cases and

 issued 37 licences.

Howard Witt (Safety and Reliability Services)
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Timeline

9 :7.VA0) « RCM * Asset Mgmt
» Conservative Design . psa * Safety Culture

» Max Credible Accident * Safety Case « Security
* Defense in Depth * Human Factors Culture

 Fail Safe * Information Sharing

TMI Incident
WASH 1400 / Chernobyl

A A A/

RCM ARPANS Act 99
MSG-3

Howard Witt (Safety and Reliability Services)
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Changing Expectations
Personal Responsibility

I (he) was paralytic don’t Drink less &
know how I (he) got home Designated Driver
Vehicles

Backyard Mechanic New Safer Car with
Minimal Safety Features 4 yr Warranty

Law/Rules

Expected a fair chance _,  Accept random testing
to avoid detection and Speed Cameras

Most men smoke Fewer men smoke
, _>
Most women don’t More women smoke

Howard Witt (Safety and Reliability Services)
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Changes in Safety Thinking

Traditional Loss Prevention

» Concerned about people « More concern of about incidents
hurting themselves that arise from the technology

* Fix plant problems safely » Hazards are to be identified
when/if they arise and considered during design

» Formal and systematic
approaches adopted

* say “Be Careful!” « Consider Man Machine
Blame Operator Interface

* Trial and error

* Attention limited to « Attention to incidents/near misses
incidents that injure. that injure, damage plant and profit

Howard Witt (Safety and Reliability Services)
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Generation Il US Power Reactors
Sales Pitch

Increased Plant Safety - Reduced Cost

Certified Design - The AP600 has final design approval from the US NRC.
No major licensing hurdles once site and construction licenses are granted.

Once actuated, depend only on natural forces (gravity and natural circulation) to perform safety functions.

Using experience-based components — No plant prototype or demonstration models.
Requires no operator actions to maintain a safe configuration following an accident.
No emergency planning zone beyond the site boundary.

Greatly reduced operation, maintenance and testing requirements.

Construction costs down
construction techniques - similar to those applied in ship construction
36-month schedule from first concrete pour to the fuel load.
Reduced skilled craft labour hours needed.
Much quality assurance inspections completed in the factory (before delivery).

Howard Witt (Safety and Reliability Services)
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Recurrent Problems Observed

For Safety Related Plant there can be an emphasis on
» Change Control
» Conformance Management
i.e. proposed changes subject to formal review but no
formal review of impact of gradual deterioration

Too easy to adopt the do nothing option

» Hardware only

» Total System including Procedures and People
N

Too easy to assume management
systems are adequate/appropriate

Howard Witt (Safety and Reliability Services)
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50 yrs of Safety and Reliability

Within living memory there has been
An inexorable and relentless Improvement in our Standard of Living
and the Safety and Reliability of Systems

» Reliant on social stability and innovation
» Reliant on ready access to food and resources

We can influence Some of Driving Factors Others we can not.
Of those we can influence we should try to be Wise in our Actions

Remember the Dinosaurs Ruled Once

Howard Witt (Safety and Reliability Services)




